


1 Hex digit = 4 binary bits

Numbering systems

iz e,
M_Hexadeniln:asl Binary Ijechnalf
0 0000 0
1 0001 1
2 0010<— 2
3 0011 3
4 0100 4
5 0101 5
6 0110 6
F o111 I
8 1000 8
9 1001 9
A 1010 10€
B 1011 11
C 1100 12
D 1101 13
E 1110 14
F 1111 15
N >1 0 00010000 16
Number 0 < | 2 3 4 5 6 7
Binary 0000 | 0001} 0010|0011 {0100 | 010101100111
Hexadecimal| 0 1 2 3 4 5 6 74
Mumber 8 9 10 11 12 13 14 15
Binary 1000 {1001} 1010 | 1011} 1100|1101 1110| 1111
Hexadecimal| 8 ] A B % D E F

Octal

O
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LSD is on the
right

Convert Binary to Decimal /

0101000 1

128 64 32 16 8 4 2 1

Make the digit "1" to give it the decimal value.
The total sum of all the decimal values of digits with a"1" is equal to the decimal number.

0 +64 + 0 +16 + 0 +0 + 0 + 1

64 + 16 + 1 = 81
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Make the digit "1" to give it the decimal value.
The total sum of all the decimal values of digits with a "1" is equal to the decimal number.


IPv4

32 hits

Octets
Classes
Max = 255
Pvt Range
APIPA
Loopback

Multicast =—

ClLass First Default
Octet Range Subnet Mask
A 1-126 255.0.0.0
B 128-191 255.255.0.0
C 192-223 255.255.255.0

HiA

o 239‘

E 240-255 MA

1 2 3 4

XXX XXX XXX XXX<—— Octets

Octet 1 determine the IP class

Max Hosts Format
ME T HOS T
1 &M ‘- ‘ Huost Hast
1 Ochet 3 Dbt
MHETIC:
4K
HETIC
254 | Mo etk | W |
3 Dctet
Multicast Addrass
M/A 4 4
Experimantal
H"'A - -

Host | e

HOSTIC:

‘-zm-~ e W —

HGSTID

Host

1 Octet
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[P address Classes

# Network # Hosts Decimal Address

Class Bits Bits Ranga Subnet mask

N HHH
E'm 8 bits 24 bits 1-126 255.0.0.0

I'N N HH

Ela“ 16 bits 16 bits 128-191 255, 255.0.0

N N N H
E"“ 24 bits g bits 192-223 255,255, 255.0
Class : :
o Rezerved for Muﬂ:lr:.ﬂhng__>239 Mf A
Class Reserved forR & D 240-255 NS
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CLASS A {(1-126)
Default subnet mask = 255000
Subnet=Ho=st=

|I'-I-E:=twnrlt | Ho=t | Ho=st | Ho=st

255 . O - O - O

CLASS B (128-191)

Default subnet mask = 25525500
Subnet=sHo=st=

|Metwork| |[Hetwork| | Host | Host

255 . 2585 . O - O

CLASS C (192-223)

Default subnet mask = 255255 2550
Subnet=
Ho=sl=

| HMetwior K |I'-I-E=twnrlt | I'-Ietwnrq | Ho=t

255 - 2868 . 255 - O
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3 requirements for network access

1 - IP address

2 - Subnet mask Internet Protocol [TCP/IP] Properties EE

3 - Default GW

General I

You can gek IP setkings assigned autormatically if wour nebwork supporks
this capahbility, Otherwise, wou need ko ask wour network adrminiskrakor
For the appropriate IP setkings.

i Qbkain an IP address automatically

—{% Use the Following IP address:

IP address: >| 131 . 107 . 1 .1
Subnek mask: S| 255 .255 . 0 .0
Default gakewan: 5 | 1531 . 107 1 . 254

[ Ekain D& serveEr adoress eutannatica]li

% Use -he folowing DMS server addresses:

P-eferred DMG servar; 131 . 107 1 . 66

glternaze DRS server:

Advanced. ..

,. ........... I: |K ............ :I I:anl:el
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3 requirements for network access

1 - IP address
2 - Subnet mask
3 - Default GW


IP Address 15.0.0.1 = IP Address 15.0.0.2
Serial 0 r" Serial 0
R1

R2

WAN

P Address Eﬂ.ﬂ.ﬂ.l‘ll
Ethernet 0 1‘ H

N

IP Address 10.0.0.20
Ethernet0 | T
N

Host A Host B
IP Address 10.0.0.1 IP Address 20.0.0.1_

H 1‘ H

N N
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Default GW Default GW
Class C 192.168.1.254/24 192.168.2.254/24 Class C
00-00-0C-00-00-01 00-00-0C-00-00-02

S 4 LA
g —— g —— A &~
L/ L/ i ] A
1P 182.188.1.1 1P 192.168.1.2 IP 192.168.2.1 P 182.168.2.2
SM 285,255.255.0 SM 265.255.255.0 SM 255.255.255.0 SM 255.255.255.0
———>DG 192.168.1.254 ——> DG 192.168.1.254 ——> DG 192168.2.254 ———>06 192.168.2.254

00-16-76-00-00-01 00-16-76-00-00-02 00-16-76-00-00-03 00-16-76-00-00-04
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A\ [ - I - I
[ L DI T D DD LIILL 0 0 0 00000
1286432168421, 12864301684 21, 1286432168421, 12864 32 10841 1



Internet Protocol | Internet Protocol
version 4 (IPv4) version 6 (IPv6)
Deployed 1981 1999
Address Size 32-bit number 128-bit number

Dotted Decimal Notation: Hexadecimal Notation:

Address Format 3FFE:F200:0234:AB00:
it 0123:4567:8901:ABCD
Prefix Notation 192.149.0.0/24 SFES2000734:/48

2'* = ~340,282,366,
Number of Addresses 2% = ~4,294,967,296  920,938,463,463,374,
607,431,768,211,456
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4,294,967,296

devices

340,282,366,920,938,463,463,374,607,431,768,211,456

devices

Capacity of 43 bilion IPaddr 6556 - 0 {@}Capacﬂyof 340tllliOﬂtillIOﬂlillIOﬂL O

+  lessthan 1 per personinthe world addresses - 1564 per square metre n
— the world.
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1 2 3 4 5 6 /7 8
FE80:0000:0000:0000:00AB:0000:0000:0001
FE80 :: AB O : 0 :1

IPv6: Address Compression

* Drop leading Os in each group
2001:0db8:0000:0000:0000:0053:0000:0004
becomes
2001:db8:0:0:0:53:0:4
* Replace the first group of 0s with ::
2001:0db8:0000:0000:0000:0053:0000:0004
becomes
2001:db8::53:0:4

= Only one set of :: can exist in an address
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WEP Replacement

» WPA

# Intermediate solution by Wifi-
Alliance
# Use TKIP (Temporal Key Integrity
Protacol )
# Based on WEP
~ Hardware change not required
# Firmware update

Personal Enterprise

P5SK B02.1x + Radius

» WPA2

I

”

~

Long Term Solution

Use CCMP ( Counter Mode Cipher
Block Chaining Message
Authentication Code Protocol )

Based on AES

Hardware Change Require

Personal

P5K

Enterprise

802.1x + Radius



IEEE Standard

Year Adopted

Frequency

Max. Data Rate

Typical Range
Indoors*

Typical Range
Outdoors*

802.11 Wireless Standards

802.11g 802.11ac
2014
2.4/5 GHz 5 GHz
54 Mbps 11 Mbps 54 Mbps 600 Mbps 1 Gbps
100 ft. 100 ft. 125 fi. 225 ft. 90 ft.
400 ft. 450 ft. 450 ft. 825 ft. 1,000 ft.



Admin
Line

Admin
Line

Admin
Line

Admin
Line


Suitable for comorate| Suitable iur ome and

— WP none Iessthan qmd
WPA(PSK)  PSK mn pwr
WPA2 (PSK) Pk AS-CCMP il best
———> WPA (full 80,1 TKIP better good (@pengve)

> WeA2(full) | AODIx | AESACOMP bes g00d (erpenave)
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Cipher Block Chaining

Plaintext Plaintext Plaintext
HERRRNRRRRNER AERRRRARREEAR Lot
Initialization Vector (IV)
CLLOLTIfff = » »
__| block cipher | block cipher | block cipher
Key encryption Key encryption Key encryption
ANERNRRRERENR LTI HIRRNRENRENNR
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption
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IPSec Environment

—

‘g Client

Server | .

i
—— lf eos —— ¢ INLEFNEL T aeo j |
| ] ? -Ihq"—'-._..t._u__l—""-.l_, ? !-_- __‘:___I

g
: .i

Security Gatewa Security Gateway
.;5 (Router/Firewall (Router/Eirewall) |
Lyent Server

Tunnel Mode

Transport Mode
1P § AH | ESP Upper |-<——

¢ Gateway-to-gateway
® Host-to-host




Transport Mode

Internet

IPsec

Tunnel Mode (VPN):

| s%“’ RI

.,‘:.

Internet
[Psec

Source [P: S
| Destination IP: D

Source IP: S
Destination [P: D




C8 | 60

00

BA

95

65

J\\

J

Y

OUI [Organizationally Unigue Identifier]

UAA/Extended Identifier/Device Identifier

Y
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